
Great Lakes Credit Union’s Biometric Information Privacy Policy 

Effec�ve Date: 03/15/24  

Overview 

Great Lakes Credit Union (“GLCU”) respects the privacy of its members and applicants for membership to 
GLCU. This policy outlines how GLCU, and/or its vendors, processes biometric data collected from you for 
iden�ty verifica�on, fraud preven�on purposes, membership applica�on and account maintenance1. 

 Biometric Data Defined  

As used in this policy, biometric data includes “biometric iden�fiers” and “biometric informa�on” as 
defined under the Illinois Biometric Informa�on Privacy Act, 740 ILCS 14/1, et seq. “Biometric iden�fier” 
means a re�na or iris scan, fingerprint, voiceprint, or scan of hand or face geometry. As the term is used 
in this policy, the selfie photograph you upload to the so�ware for use in the biometric algorithm is 
considered a "biometric iden�fier." “Biometric informa�on” means any informa�on, regardless of how it 
is captured, converted, stored, or shared, based on an individual’s biometric iden�fier used to iden�fy an 
individual.  

 

Disclosure and Authoriza�on Policy 

 Your Biometric Data will not be shared, sold or otherwise disclosed to third pari�es other than the third-
party vendors involved in providing services to GLCU for the purposes described above. GLCU and/or its 
vendors will take reasonable measures to store, transmit, and protect your Biometric Data from 
unauthorized access, disclosure, or use. To the extent that GLCU, and/or its vendors, collect, capture, or 
otherwise obtain biometric data rela�ng to a consumer, GLCU must first:  

Inform each consumer that GLCU, and/or its vendors, are collec�ng, capturing, or otherwise 
obtaining the consumer’s biometric data, and that the GLCU is providing such biometric data to 
its vendors;  

Inform the consumer of the specific purpose and length of �me for which the consumer’s 
biometric data is being collected, stored, and used; and 

Receive consent by the consumer authorizing GLCU and/or its vendors, to collect, store, and use 
the consumer’s biometric data for the specific purposes disclosed by GLCU, and for GLCU to 
provide such biometric data to its vendors.  

GLCU, and/or its vendors, will not sell, lease, trade biometric data;  

This policy is intended to comply with all federal, state, and local laws. You have the right to revoke this 
authoriza�on at any �me and request the dele�on of your Biometric Data upon writen no�ce to GLCU. 
Revoca�on of consent may affect your ability to access certain GLCU services. 

Purpose for the Collec�on of Biometric Data 

 GLCU, and/or its vendors, collect, store, and use biometric data solely for iden�ty verifica�on, fraud 
preven�on purposes, membership applica�on and account maintenance.  



Security  

GLCU shall use a commercially reasonable standard of care to store, transmit and protect from disclosure 
any biometric data collected. Such storage, transmission, and protec�on from disclosure shall be 
performed in a manner that is the same as or more protec�ve than the manner in which GLCU stores, 
transmits and protects from disclosure other confiden�al and sensi�ve informa�on, including personal 
informa�on that can be used to uniquely iden�fy an individual or an individual’s account or property, 
such as gene�c markers, gene�c tes�ng informa�on, account numbers, PINs, driver’s license numbers 
and social security numbers.  

Reten�on  

GLCU shall retain consumer biometric data only un�l,  

The ini�al purpose for collec�ng or obtaining such biometric data has been sa�sfied, such as 
verifica�on of consumer iden�ty; or 

Request of consumer to destroy the biometric data; or  

Un�l 3 years of consumer’s last interac�on with us, whichever occurs first. 

Contact Informa�on 

 If you have any ques�ons about our use, storage, or security of your biometric data you can contact us a 
privacy@glcu.org  
1 GLCU is exempt from the Illinois Biometric Informa�on Privacy Act and is or may be exempt from certain laws and/or regula�ons governing 
biometric informa�on in other states. By adop�ng this Policy GLCU does not waive any applicable exemp�ons from laws, regula�ons and/or 
rules governing Biometric Informa�on. 
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